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8 HARD DRIVE IMAGING
Purpose
To provide the proper procedures for the imaging of a hard drive or other digital media.
Scope

This document contains the procedures for the proper collection and preservation of digital forensic evidence. Making an
image of a computer’s or DVR’s hard drive is not the same as making a copy of the hard drive. When a hard drive is
copied, only the logical files are written onto the target drive. When an image is created from a hard drive, all of the
information on the hard drive is written to the target drive, including the slack space, unallocated space and deleted files.

Materials - Equipment (Hardware/Software)
The following equipment and materials may be utilized:

Computer hardware and software

Talon

Video players and recorders (analog and digital)

Conventional and digital cameras

Cell phones

Digital media (floppy disk, CD’s, DVD’s, flash cards, thumb drives, and hard drives)
Other image storage devices

Standard computer tools

Forensic imaging hardware and software

Limitations

None for this procedure

Safety

None for this procedure

Procedures

8.6.1  Insert the evidence hard drive and target drive into the computer.

8.6.2  Boot the computer in DOS using an approved forensic boot disk or Linux boot disk/CD.

e CAUTION: While the evidence hard drive is in the computer, the computer must not be booted in a
Windows mode. Booting in Windows can change files on the evidence hard drive.

8.6.3  Make a mirror image copy of the evidence hard drive onto the target drive using the Safe back, Linux dd or
Smart program located on the boot disk.

8.6.4  Use write blocking hardware device or write blocking software to ensure that the evidence computer’s drive is
locked and unlock the target drive.

e CAUTION: Locking the evidence computer’s hard drive ensures that the target drive cannot be accidentally
copied onto the evidence computer’s hard drive. Ensure that the evidence computer’s hard drive is locked.
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8.7

8.6.5  Execute an MD-5 or other accepted hash algorithm of the evidence hard drive.
8.6.6  Image the evidence hard drive using the approved software.
8.6.7  Execute an MD-5 or other accepted hash algorithm of the image that was created.

8.6.8  Execute an MD-5 of other accepted hash algorithm of the evidence hard drive to verify that nothing has been
altered.

8.6.9  Examine the target drive with an approved anti-virus program to ensure that it has not been infected by the
evidence computer’s hard drive.

8.6.10 After verifying that the copy has been successfully completed, remove the evidence computer’s hard drive from
the computer.

8.6.11 Documentation of the process will be in the case file notes and may be in the form of printouts.
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